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Programmes in which module to be offered

BSc (Hons) Cyber Security Core
BSc (Hons) Cyber Security with Industrial Placement Core
BSc (Hons) Computing for Business Core

Breakdown of module hours

12 hrs
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12 hrs

0 hrs

24 hrs

0 hrs

176 hrs

200 hrs

Module aims

The module on Threat Detection and Incident Response aims to equip students with a solid
understanding of the principles, techniques, and best practices related to identifying and
mitigating cybersecurity threats. The primary objective of the module is to enable students to
develop the necessary skills to effectively detect, analyse, and respond to security incidents
within a variety of organisational contexts. Additionally, the module aims to cultivate
students' abilities to investigate and assess security incidents, develop incident response
plans, and implement reasonable and appropriate remediation measures.

W



https://wrexham.ac.uk/modules/

Prifysgol Wrecsam
Wrexham University

Module Learning Outcomes

At the end of this module, students will be able to:

Analyse the various methods, frameworks and techniques used in threat detection and
incident response.

Evaluate the effectiveness of threat detection mechanisms and incident response
strategies.

Apply threat detection tools and technologies to identify and analyse potential security
threats.

Analyse the root causes and impact of security incidents to determine appropriate
remediation measures.

Utilize industry guidelines and best practices to develop incident response strategies.

Assessment

Indicative Assessment Tasks:

This section outlines the type of assessment task the student will be expected to complete
as part of the module. More details will be made available in the relevant academic year
module handbook.

The assessment strategy for this module is primarily focused on a portfolio assessment
approach, constituting 100% of the overall assessment weight. Throughout the module,
students would be required to complete regular portfolio tasks, which could include tasks
such as conducting threat assessments, analysing simulated incidents, developing incident
response plans, and documenting incident analysis and resolution processes. These tasks
would be aligned with the module's learning outcomes and designed to provide opportunities
for students to showcase their understanding, critical thinking, problem-solving skills, and
practical application of concepts and techniques.

1 1,2,3,4,5 Portfolio 4000 Words or 100%

Equivalent

Derogations

None

Learning and Teaching Strategies

Aligned with the principles of the Active Learning Framework (ALF), the module will
incorporate a blended digital approach utilising a Virtual Learning Environment (VLE). These
resources may include a range of content such as first and third-party tutorials, instructional
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videos, supplementary files, online activities, and other relevant materials to enhance their
learning experience.

Welsh Elements

This module is designed to support Welsh-speaking students in line with the Welsh Language
Standards. While the primary delivery will be in English, students will have the opportunity to
submit assessments, including coursework and projects, in Welsh if preferred. Relevant
module materials, such as reading lists, key texts, and guidance, will be available bilingually
upon request, ensuring accessibility for all students. Additionally, where possible, guest
speakers, case studies, or examples may include references to the Welsh business context,
especially in areas such as data use in local industries and Welsh public sector organisations.

The department encourages students to develop bilingual digital skills by incorporating Welsh-
language datasets, tools, and resources where appropriate, offering an inclusive learning
environment. We also support the development of bilingual visualisation techniques, enabling
students to create digital outputs that reflect the Welsh language, should they wish to do so.

Indicative Syllabus Outline

Indicative syllabus includes topic areas that may include:

¢ Incident handling process

e Computer Security Incident Handling Guide (NIST SP 800-61)
¢ Principles of incident management (ISO/IEC 27035)

¢ Intrusion Analysis

¢ Intrusion Classification

¢ Data and Event analysis

* DevSecOps & Cloud security

¢ Incident Response Tools and Technologies

¢ Incident response lifecycle

Indicative Bibliography

Please note the essential reads and other indicative reading are subject to annual review and
update.

Essential Reads:
e R. Martinez. Incident Response with Threat Intelligence: Practical insights into
developing anincident response capability through intelligence-based threat hunting.
Roberto Martinez.Packt Publishing. 2022.

Other indicative reading:
e G.Johansen, Digital Forensics and Incident Response: Incident response tools and
techniques for effective cyber threat response, 3rd Edition. Packt Publishing. 2022.
e V. C. Gazcon, Practical Threat Intelligence and Data-Driven Threat Hunting. Packt
Publishing. 2021
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